
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



Consultation on Welsh Water’s Statement of Risks, Strengths and Weaknesses  
__________________________________________________________________________________ 

1 
 

Statement of Risks, Strengths and Weaknesses 

 

About this document  

The purpose of this consultation is to invite views on a statement we have prepared on the risks, 

strengths and weaknesses associated with providing information to customers and other 

stakeholders. This will form the basis of an Assurance Plan we will prepare (and consult further on) 

ahead of the publication of our 2015/16 Annual Performance Report in the summer 2016. 

Who we are 

Welsh Water is the sixth largest of the ten regulated water and wastewater companies in England and 

Wales. Our primary responsibility is to deliver safe and reliable drinking water and sanitation to the  

3.2 million people we serve across most of Wales, Herefordshire and parts of Deeside. We provide an 

essential public service and, as custodians of the water industry in our area, we are responsible for 

protecting the environment and delivering a high quality and reliable service to our customers. 

Our vision 

Customers must be able to trust that the essential services we deliver are safe and of the highest 

standard. We know that we are relied upon to do the right thing on their behalf. This is why we put 

customers first. They are at the heart of everything we do.  

We will earn the trust of our customers every day be delivering high quality essential services that 

protect our customers’ health, our communities and the environment around us. 

Our values 

We’re proud to put our customers first. We strive for excellence in all that we do. We’re always open 

to new ideas and challenge ourselves to discover better ways of working. We are safe in everything 

that we do and never cut corners. Being honest, even when things are difficult, means our colleagues 

and customers can always trust us to do the right thing. By living by these values, every day, we will 

earn the trust of our customers. 
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Responding to this consultation 

We welcome your response to this consultation by close of business on 16 October 2015. 

You can email your responses to assuranceplanconsultation@dwrcymru.com or post them to: 

Assurance Plan Consultation 

Dwr Cymru 

Pentwyn Road 

Nelson 

Treharris  

Mid Glamorgan CF46 6LY 

Information provided in response to this consultation, including personal information may be published 

or disclosed in accordance with access to information legislation – primarily the Data Protection Act 

1988 and the Environmental Information Regulations 2004. 

If you would like the information you provide to be treated as confidential, please explain to us why 

you regard the information you have provided as confidential. If we receive a request for disclosure of 

the information we will take full account of your explanation, but we cannot give an assurance that we 

can maintain confidentiality in all circumstances. An automatic confidentiality disclaimer generated by 

your IT system will not, of itself, be regarded as binding on us. 
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Overview and consultation questions 

Overview 

In this document we set out the background to this exercise and explain the importance to customers 

and other stakeholders of providing information which is complete, reliable and accurate. We also set 

out how we have approached the assessment of risk, strengths and weaknesses, the outcomes of the 

exercise and next steps. 

Consultation questions 

We welcome your views on the following consultation questions by close of business on 

16 October 2015. 

CONSULTATION QUESTIONS 
 

Q1 Do you have any comments on our overall approach to this Risk Assessment?  
 

Q2 Do you agree with our assessment of the Risks, Strengths and Weaknesses highlighted in this 
Statement? 
 

Q3 Which particular performance measure is of greatest importance to you? 
 

 

We will use your responses to our consultation questions to make sure that: 

 our approach to the preparation of the Assurance Plan takes into account your views; and 

 all relevant and material points made in the responses to this consultation are reflected in 

the Draft Assurance Plan (upon which we will be consulting further). 

We also welcome your views on any other aspect of the consultation.  
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1. BACKGROUND 

1.1. In the summer of 2016 we will publish our Annual Performance Report for 2015/16. This will be 

along the lines of Performance Reports we have published for many years.  The report will enable 

stakeholders to assess how we have performed against those measures of success that are regarded 

by our customers as being the most important (the “Performance Measures”). The targets for the 

Performance Measures were agreed with customers as part of an extensive customer engagement 

exercise carried out when we were preparing our business plans for the 2015-20 period.  

1.2. It is important that we provide information to customers and stakeholders that is customer-led, 

accessible, clear, accurate, transparent and timely. Our ongoing objective therefore is to make 

available information that is easy to understand and navigate and which enables them to understand 

how we are performing. We also recognise that this helps build trust and confidence in the business.  

1.3. Ofwat recently reviewed the performance of all water companies, using an assessment of historic 

performance against a number of criteria. Of the 19 companies, two were classified as “self- assured” 

(the highest category) and only one was placed in the “prescribed” category (the lowest category). 

Welsh Water, along with the other 15 companies, was placed in the “targeted” category (i.e. the 

middle category).  In assigning us to this category, Ofwat concluded that we have demonstrated that 

we are able to deliver accurate and reliable information that gives stakeholders trust and confidence.   

1.4. Ofwat also acknowledged that we are best placed to identify the risks, strengths and weaknesses 

associated with providing information of the quality they would expect to see. To allow us to develop a 

“targeted” assurance plan, we have therefore undertaken a reporting risk assessment for all relevant 

data that will be contained in the Annual Performance Report.  This was an important exercise and 

was the basis of this Statement of Risks, Strengths and Weaknesses. 

1.5. We welcome this approach – consistent, high-quality, timely and comprehensive information is 

vital to support good decision-making and improve service outcomes. The reliability and accuracy of 

data is a matter of great importance to us and this is an opportunity to build on what we have had in 

place for some time. We have retained many of the processes and initiatives which have served the 

business well such as quality assurance of data, due diligence, training and process mapping.  

1.6. We have an audit and assurance framework in place designed to allow the systematic monitoring 

and evaluation of the various aspects of our performance to ensure that standards of quality are being 

met. This involves having appropriate governance arrangements, close involvement by our Board in 

the assurance process, and the right level of independence in the process to provide third party 

review and challenge. This provides assurance to our Board, stakeholders and customers to give 

legitimacy and certainty of the level of performance and service that we are delivering. 

1.7. The information that we publish on our performance will be assured to maintain and build a high 

level of trust and confidence from our customers and stakeholders. Adopting a risk based approach to 

assurance, and using internal and external review provides robust challenge and scrutiny of our 

performance. 

1.8. Our risk based assurance approach examines our end to end outcomes reporting process to 

identify the risks, strengths and weaknesses that may arise in providing the quality of information that 

customers and stakeholders trust. It also examines the probability of these risks materialising, and 

also the potential impact that they may have. This ensures that we focus on the areas which would 

have the highest impact, and allows us to take action to monitor and actively manage any risks. 

1.9. The approach we have followed is based on the methodology set out by Ofgem which was 

developed to provide guidance on best practice for conducting and reporting Risk Assessment and 

data assurance activities in order to ensure complete, accurate and timely data is submitted. Our 

approach has been independently reviewed and endorsed by KPMG who concluded that: 

 We have a good understanding of Ofwat’s requirements and our policy documents and risk 

mapping documents cover all the necessary bases; and  

 Our Data Assurance Plan (based on the methodology set out by Ofgem) is appropriate. 
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2 OUR APPROACH TO RISK ASSESSMENT 

Introduction 
 
2.1. Our approach to data assurance is one that is based on Risk. It comprises a Risk Assessment 

matrix that combines assessments of the impact and the probability of the Risk. While the Risk score 

that results from the matrix may be different for each Performance Measure in the Annual 

Performance Report this will help ensure we follow a consistent approach.  

2.2. In order to provide our customers and stakeholders with a high level of confidence in our 

approach to assurance we will publish an Annual Assurance Plan, which will set our plans for 

assurance of our outcomes, performance measures and Outcome Delivery Incentives in line with our 

risk based approach. 

2.3. As part of this risk based approach, we have carried out an assessment of our risks, strengths 

and weaknesses in order to target our assurance most effectively. This approach has allowed us to 

address any specific areas with the appropriate level of internal and external scrutiny to mitigate any 

risks, or highlight areas of best practice. We will engage with our key stakeholders on our plans for 

assurance to ensure that our view of risks, strengths and weaknesses is appropriate and that our 

plans for assurance are robust and meet their expectations. 

The Risk Matrix  

2.4. Risk is defined as an uncertain future outcome that, if it occurs, will have negative effects on the 

quality and reliability of Performance Report submissions. A Risk is specified by the combination of 

the probability of it occurring and a measure of the impact should it occur. Risk relates to the level of 

expectation that inaccurate or incomplete data will be submitted to our stakeholders in the future and 

the possible consequences.  

2.5. The overall Risk profile for each Performance Measure is determined by assessing both the 

probability of it containing an error and the impact this error would have across key drivers. Therefore, 

the Risk Matrix comprises two component metrics: 

 Impact Metric: a measure to represent the impact of an identified Risk materialising. It relates 
to the expected impact of inaccurate or incomplete data on stakeholders, our finances, our 
reputation and our coverage in the media. It is scored by assessing each performance 
measure against the specified impact categories.  

 Probability Metric: a measure to represent the probability of error occurrence. It is scored 
through the evaluation of the processes for data collection, reporting and the related control 
systems and processes.  
 

2.6. We have adopted a five-stage process in assessing the overall Risk for each Performance 
Measure. Details of each of these stages is provided in the following link.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.dwrcymru.com/~/media/Files/Consultation/Five%20stage%20Risk%20Assessment%20Process.ashx?la=en
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Figure 2.1: Five-stage Risk Assessment process  
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2.7. Impact and probability scores are multiplied to arrive at a total Risk score in accordance with the 

Impact and Probability Risk Matrix below (Figure 2.2).  

2.8. There are four levels of Total Risk: low; medium; high; and critical. The assessed Total Risk 

Rating is used to inform our choice of data assurance activities to be applied to our Annual 

Performance Report. It is our responsibility to demonstrate to Ofwat, our customers and stakeholders 

the robustness and suitability of our Data Assurance Plan and Risk reduction measures.  

Figure 2.2: Impact and Probability Risk Matrix  
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combination of several factors including: 
 

 the fact that in the main they are new measures introduced in April 2015 and the proper 
operation of internal controls has not yet been independently tested by our in house internal 
audit team or our external third party expert – the Reporter; 

 they are complex areas that require an element of judgement; and, 

 recent regulatory reporting issues within the water sector in general.  
 
3.3. For all Performance Measurements, the proposed data assurance activities are informed by the 
results of the Risk Assessment. All Performance Measures (including those rated as Low Risk) 
require a degree of assurance. 
 
3.4. All Performance Measures identified as Critical/High Risk will be subject to a further detailed 
appraisal process. It is necessary to carry out this exercise each year in order to target areas to 
improve. The areas to be targeted may not be those of greatest underlying risk as we will be able to 
demonstrate that we already have strengths in these areas. 
 
4  NEXT STEPS 
 
It is important that we get stakeholder views. We have already had discussions with some key 
stakeholders (e.g. Welsh Government, CCWater, the Chair of the Customer Challenge Group) and 
we have explained the process adopted and sought early views. This engagement will continue 
during this consultation phase. 
 
We are not however restricting consultation to those key stakeholders and we would welcome 
responses from customers and other stakeholders.  
 
A timeline showing the various steps in the process and leading up to the publication of the Final 
Assurance Plan is attached. (Appendix 2). 
 
We welcome your responses to this consultation by close of business on 16 October 2015. 
 
We intend to publish our draft Assurance Plan in early November 2015 and there will be an 
opportunity for customers and stakeholders to offer views as part of another formal consultation. 
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APPENDIX 1 Impact and Probability Risk Matrix 

        

Ref Performance Measure Risk 

A1a Safe  Drinking Water % of samples compliant   

A1b Safe Drinking Water Mean Zonal Compliance  

A2 Customer Acceptability  

A3 Reliability of supply  

B1 Abstraction of water for use  

B2 Treating waste water  

B3a Preventing Pollution incidents Cat 1,2 & 3  

B3b Preventing Pollution incidents Cat 3 only  

C1 Responding to climate change  

C2 Carbon footprint  

D1 Service Incentive Mechanism  

D2 At risk customer service  

D3 Properties flooded in the year  

D4a Non Household customer satisfaction %  

D4b Non Household  customer satisfaction score  

D5 Earning the trust of customers  

E1 Affordable bills  

E2 Help for disadvantaged customers  

F1 Asset Serviceability water/waste   

F2 Leakage  

F3a Asset resilience (Water)  

F3b Asset resilience (Waste)  

G1 H&S RIDDOR Incidents  

G2 Competency for role  

H1 Operating Efficiency  

H2 Financing Efficiency - Credit rating  

SC1 Bad debt  

SC2 Net promoter score  

SC3 Complaints  
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APPENDIX 2 Dateline 

Activity Description Progress to date Action date 

    

Early Stakeholder 
Engagement  

Explaining the processes 
to key stakeholders and 
getting their views 

Meetings held with 
Welsh Government, 
CCWater and the Chair 
of the Customer 
Challenge Group. 
Correspondence with 
DWI and NRW and we 
are awaiting responses 

August 2015 

Assessment of 
Risks, Strengths and 
Weaknesses   

An internal exercise to  
build on the existing risk 
matrices focusing on 
FD14 Measures of 
Success and other key 
metrics to allow us to 
publish our “Statement of 
Risks, Strengths and 
Weaknesses” 

Exercise completed  31 August 2015 
(complete) 

External Verification 
of process  

Consultants review 
approach and provide 
report on robustness of 
processes followed 

Exercise completed and 
report with observations 
to Audit Committee 

2 September 2015 
(complete) 

Publish “Statement 
of Risks, Strengths 
and Weaknesses” 

Outputs from internal 
exercise for 
customer/stakeholder 
review and comment. 
Stakeholder engagement 
will continue during the 
consultation period which 
will be for five weeks 

On schedule 14 September 
2015 

Publish Draft 
Assurance Plan 

This will contain our 
response to stakeholder 
and customer views and 
outline next steps 

On schedule  13 November 2015 

Further engagement 
with stakeholders 
and customers 

Meetings with key 
stakeholders and 
customer representatives 
(proactive engagement)  

On schedule November 
2015/January 2016 

Publish Final 
Assurance Plan 

This will include 
responses to any 
comments received from 
stakeholders and 
customers on the Draft 
Assurance Plan 

On schedule 15 February 2016 
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APPENDIX 3 Definition of Performance Measures. 

Ref 
Performance 

measure Definition 

A1a Safety of 
Drinking Water 
(% 
compliance) 

Provide safe drinking water that meets the Drinking Water Inspectorate’s 
standards. 
The percentage of the sample tests that are compliant with the standards. 
We take over 250,000 samples tests per year at our water treatment works, 
service reservoirs and at customer taps. 

A1b Safety of 
Drinking Water 
(Mean zonal 
compliance) 

Mean Zonal Compliance (MZC) is published annually in the Drinking Water 
Inspectorate (DWI) report and is their primary measure used to compare 
overall water quality performance between water companies and regions of 
England & Wales. The MZC covers 39 different parameters, such as Iron, 
Lead and Aluminium, which are tested to establish the quality of water as 
received by customers.  

A2 Customer 
acceptability 

The number of contacts received from customers in the year regarding the 
appearance, taste or odour of drinking water.  

A3 Reliability of 
Supply 

The average number of minutes that customers are without water within 
our supply area (includes both planned and unplanned interruptions). 

B1 Abstraction of 
water for use 

The percentage compliance with our abstraction licences, as issued by 
Regulators. 

B2 Treating 
wastewater 

For each of our wastewater treatment works there is a permit which 
regulates the quality of wastewater the company is allowed to discharge 
into rivers and coastal waters, which is regulated by the NRW. The 
measure is the % compliance against the discharge permits. 

B3a Preventing 
pollutions 
(cat 1,2&3) 

Reduce the number of pollution incidents (caused by blockages or 
collapsed sewers). 
Pollution incidents are categorised as category 1, 2 or 3 incident and 
reported by the Natural Resources Wales. 
Category 1 are the most severe and are major or serious impact on the 
environment, people or property. 
Category 2 - significant impact or effect on the environment, people or 
property. 
Category 3 - minor or minimal impact on the environment, people or 
property. 

B3b Preventing 
pollutions 
(cat 3 only) 

As above but only category 3 pollution incidents (minor or minimal impact 
on the environment, people or property). 

C1 Responding to 
climate 
change 

Reduce the amount of rainwater entering our sewers.  
The measure is the volume of surface water removed from the system, 
expressed as number of properties.  

C2 Carbon 
footprint 

To generate more renewable energy and therefore to offset our carbon 
emissions and the cost of imported energy. 

D1 SIM Service incentive mechanism (SIM) is a measure introduced by the 
Regulator Ofwat to monitor and report customer service information across 
all water & wastewater companies as a comparative measure. 

D2 At Risk 
Customer 
Service 

The number of customers who are on our register of “at risk”. They are 
deemed to be “at risk” because their service has repeatedly fallen short in 
one of the following five areas: discolouration of water, interruptions to 
supply, low pressure, and odour from wastewater assets and sewer 
flooding. 

D3 Properties 
flooded in the 
year 

The number of properties suffering internal sewer flooding per year.  

D4a Business 
Customer 
Satisfaction % 
satisfied 

Business customer satisfaction as measured by either satisfied or very 
satisfied in the six monthly survey undertaken. 
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Ref 
Performance 

measure Definition 

D4b Business 
Customer 
Satisfaction 

Business customer satisfaction as measured by the average customer 
score out of a total of 5 then converted to a percentage.  

D5 Earning the 
Trust of 
Customers 

Customer trust as measured in an annual survey. 

E1 Affordable Bills The company will continue to make bills more affordable by maintaining 
falling bills in real terms, beating inflation by at least 1% a year. 

E2 Help for 
Disadvantaged 
customers 

Help more customers who genuinely struggle to pay their bills by providing 
assistance through social tariffs. 

F1 Asset 
Serviceability 

Maintain our assets. Serviceability includes a basket of sub-measures used 
to monitor the effectiveness of our asset management and the 
maintenance of our assets. 

F2 Leakage Reduce our leakage levels. 

F3 Asset 
Resilience 

Improve the resilience score of our most strategic assets. 
Improve the percentage of strategic assets that are resilient against a set of 
criteria. Strategic assets are those where failure would have a major impact 
on service to customers or on the environment.   

 Health & 
Safety 
RIDDOR 

Keep colleagues safe by reducing the number of RIDDORs (Reporting of 
Injuries, Diseases and Dangerous Occurrences Regulations) each year. 

 Competence 
for Role 

Ensure our colleagues are trained to be fully competent in their roles. 

 Operating 
Efficiency 

The sole object of Welsh Water is to deliver high quality water and 
wastewater services to the communities that it serves, at least cost. The 
measure reports our reduction in our operating costs.  

 Financing 
Efficiency 

Maintain our A grade credit rating or equivalent, so we continue to access 
low-cost long term finance.  

 Bad Debt The measure to record the value of bad debt (unpaid customer bills). 

 Net Promoter 
Score 

A survey undertaken across a number of companies (not just water utilities) 
to establish how our customers rate Welsh Water service in comparison to 
other companies. 

 Complaints The number of written customer complaints we receive.  

 


